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Abstract

Currently, Artificial Intelligence (Al) is promisingly complementing the technological
landscape associated with smart cities, consisting of contextual combinations of
solutions based on the Internet of Things (loT), mobile devices, mobile communications
via satellites or short-range, data platforms, Virtual and Augmented Reality, etc. The
benefits associated with the use of Al relate to improving services and optimizing
resource utilization, with the stated aim of ensuring a better life for citizens in urban
areas. The top-down approach in the design and implementation of technological
solutions associated with smart cities remains dominant, as a consequence of the power
and impact of major stakeholders (technology producers and policymakers), and the
social sustainability of technological initiatives is not sufficiently explored. Against this
background, this paper aims to analyze the ethical challenges associated with the use of
Al in smart cities development projects. The “black-box” functioning of Al tools and the
related privacy concerns will be discussed, with a focus on identifying sound solutions
for an ethical use of Al in smart cities. Our results show that the eXplainable Al (XAI)
approach enhances transparency, trust, control, efficiency, fairness, ethical compliance,
accountability, bias mitigation, privacy, and security of Al in smart cities, and a
responsible Al implementation implies diverse privacy techniques like encryption,
differential privacy, anonymization, edge computing, multi-party computation, federated
learning, machine learning, and blockchain.

Keywords: smart cities; Al ethics, social sustainability; XAI, privacy.

JEL Classification: 033, M15, O35.

1. INTRODUCTION

The growth of smart cities is significantly driven by technological
contributions. Traditionally, a top-down approach of urban development has
been used, with city administrators selecting technologies based on proposals
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from influential producers. To create a more balanced development process, a
bottom-up perspective has been introduced, emphasizing societal needs, equity,
inclusion, and community sustainability (Monfaredzadeh and Krueger, 2015;
Trivellato, 2017; Marsal-Llacuna, 2017; Rebernik et al., 2020; Zavratnik et al.,
2020). In addition, (Hendawy and Da Silva, 2023) present an in-between
perspective, in which the integration of technology is carried out in parallel with
urban social needs. In the same spirit, social sustainability advocates for a
combined top-down and bottom-up approach in developing contemporary cities.
This view fosters four key aspects: social capital, social cohesion, social
inclusion, and social equity, while also recognizing and valuing the diverse
needs and desires of people in the spaces they inhabit (Hemani and Das, 2016).
In a socially sustainable smart city, ICT-based solutions must be developed with
and for users, in order to ensure equitable and inclusive access for all citizens to
available resources.

The range of technologies currently implemented in urban environments is
vast and varied. The enfant terrible of our times, Artificial Intelligence (Al),
complements it, benefiting from the abundance of extensive data collected
through Internet of Things (IoT), the increasingly significant processing capacity
of computing systems, and the enhanced transmission capabilities of
communication networks. Al-driven cities aim to enhance -efficiency,
environmental protection, and quality of life. However, they face challenges
such as technological limitations, ethical concerns, and regulatory complexities
(Javed et al., 2023), generated by the black-box functioning of Al algorithms,
the signaled biases in their use, and the unpredictability of their development
(Tegmark, 2019; Bellagarda and Abu-Mahfouz, 2022; Jagatheesaperumal et al.,
2022). In the context of accelerating Al development, empowering citizens in
their interactions with Al is needed for fostering truly sustainable and socially
beneficial smart cities (Toribio-Roura, 2020; Kelleher and Kerr, 2020). The role
of technology developers becomes essential in ensuring these innovations are
implemented responsibly, as the integration of Al, the IoT, and other advanced
systems in smart cities necessitates a thorough consideration of ethical
responsibilities to safeguard the interests and rights of citizens.

2. LITERATURE REVIEW

Living in a smart city offers benefits such as a better quality of life, access
to diverse services and facilities, job opportunities, and higher incomes, yet also
presents challenges including busy traffic, pollution, and housing and services
affordability. Besides the inhabitants, the city administrators face issues such as
costly infrastructure improvements and provocative management due to the
increased urban complexity. This duality extends to the technological domain,
where advancements can enhance urban service efficiency but introduce issues
like imperfect security and protection, data privacy concerns, deficits in
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transparency of services, ethical considerations (Lytras and Visvizi, 2018),
digital divide, and issues with compliance and accountability.

Currently, Al significantly contributes to progress within the realm of smart
cities, driving substantial technological innovation and providing valuable data-
driven insights (Dos Santos et al., 2024) but, on the other side, profoundly
influencing human behavior and lifestyle. Some of the AI mechanisms and
technologies used in smart cities are Machine Learning (ML), defined as the
development of algorithms and statistical models that enable computers to
perform tasks without explicit instructions, Deep Learning (DL), a subset of ML
that uses neural networks with many layers (known as deep neural networks) to
model complex patterns in data, and Natural Language Processing, in which
machines are able to understand, interpret, and generate human language in a
meaningful way (Dos Santos et al., 2024). Computer Vision technology, which
enables machines to interpret and understand visual information from the world,
is also used in smart cities. It has numerous applications, including critical
infrastructure protection, sanitation and waste management, transportation,
traffic management, pandemic control, security, smart water management, and
disaster management (Ramalingam et al., 2023). According to (Morel, 2021),
ML and DL are prevalent in smart cities, with a recent trend towards a merging
of these two Al trends known as neuro-symbolic Al. The author mentions that
these connectionists Al operate without explicit rational reasoning, as
demonstrated by their ability to identify objects in both static and dynamic
scenes, and considers that such tools are essential in smart cities for the rapid
analysis of the extensive images, videos, and other large datasets generated by
sensors and various devices.

Al technologies are essential for smart city applications but also bring
challenges to cities and citizens, such as the need to address risks associated with
wider Al utilization and examine upcoming disruptions of Al in cities and
societies (Yigitcanlar et al, 2020). In a comprehensive analysis of the
application and barriers of Al across various domains within smart cities (smart
mobility, environmental management, governance, economic initiatives, living
standards, and community empowerment), Wolniak and Stecuta address specific
challenges and solutions associated with Al implementation in each dimension,
emphasizing the necessity for customized approaches to ensure the responsible
and equitable deployment of Al solutions in these diverse areas (Wolniak and
Stecuta, 2024).

Allam and Dhunny show that the rise of smart cities, powered by IoT and
massive data generation, necessitates Al-driven big data management to enhance
system efficiency, while ensuring technology supports human-centric
dimensions of livability, resilience, safety, and sustainability in alignment with
the 11th Sustainable Development Goal introduced by United Nations in 2015,

273



EUFIRE-RE 2024

which is to “make cities and human settlements inclusive, safe, resilient, and
sustainable” (Allam and Dhunny, 2019).

3. RESEARCH METHODOLOGY

Based on the aspects above, we formulated two research questions:

RQ1. What concerns have been raised on the Al use in smart cities
development?

RQ2. What solutions have been formulated to address the challenges of Al
use in smart cities development?

cordis-h2020projects.xlsx cordis-HORIZONprojects-xlsx — project.xlsx

32453 projects S EE HED e : 78projects

CORDIS - EU research results I Title or Objective T CORDIS - EU research results

contains Smart cit*
208 Smart city
projects iy _,, ; B Al eigonc orSrmart Gl
- 16 Smart city
projects using Al

$ technologies
IEEE Xplore*

1 ("All Metadata":smartcit*) AND ("All

Show Metadata":explainable Artificial Intelligence) 54
Al Results 2 ("All Metadata":"smartcity" or "smartcities") AND ("All papery
® Open Access Only Metadata":Artificial Intelligence) AND ("All Metadata":privacy)

Figure 1. Research methodology

We selected as a basis for our analysis the smart cities projects funded by
the European Union under the Horizon 2020, Urban Action Initiative and
Horizon Europe programs. The mentioned programs were chosen because of
their considerable contribution to the smart, sustainable and inclusive
development of the European Union. The highly innovative initiatives funded by
the programs are carried out in partnership and support the creation and
dissemination of excellent knowledge and top technologies. Using CORDIS, we
downloaded the data sets containing information about research projects under
Horizon 2020 (2014-2020) (European Union, 2022) and Horizon Europe (2021-
2027) (European Union, 2023). CORDIS, the COmmunity Research and
Development Information Service, serves as the European Commission’s
primary source of research results obtained in the projects funded by the
European Union framework programs for research and innovation. We filtered
the projects that implemented/implement smart cities initiatives and use Al-
based solutions. Firstly, we extracted projects with titles and/or objectives that
include the term 'smart cities' or its variations. Subsequently, we analyzed the
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project fact sheets on the European Commission's website to determine whether
the projects have utilized or are utilizing Al, and to identify any concerns raised
regarding Al usage.

The fact sheets provide General information about projects and their
objectives, Results in brief, and Reporting and results documents (publications
obtained as outcomes of these projects). To complement our perspective on the
subject, following the identification of key ethical aspects associated with Al use
in smart city projects, we searched for articles on these themes in the open-
access version of IEEE Xplore. This database provides “full text access to the
world's highest quality technical literature in engineering and technology”
(IEEE, 2024). This additional bibliographic research was necessary because
most concerns regarding the responsible and ethical use of Al in smart city
development have been highlighted in projects funded by Horizon Europe,
which are still in early stages as the program was launched only in 2021, and
few results are currently available.

4. RESULTS
4.1 Smart cities projects using Al technologies in Horizon 2020 and Horizon
Europe

From the total number of 32453 projects financed in Horizon 2020,
respectively 11278 projects financed by far in Horizon Europe, after filtering by
the keywords “smart city” or “smart cities” in the Title or Objective fields in the
above-mentioned CORDIS x/sx files, 208 (157+51) projects were identified. By
analyzing the fact sheets of these projects on the European Commission's
website, we found that 16 of them use various Al technologies in a sufficient
extend to be considered in our analysis. Table 1 presents a selection of smart
cities projects that use/intent to use Al technology for sustainable development,
social assistance, better urban mobility management, improved environmental
protection, security and privacy.

Table 1. Smart cities projects using Al technologies
in Horizon 2020 and Horizon Europe

Project Scope Al Use

Responsible use of Al in smart cities

Ui oA s - Wiy il Based on the presumption that

.. more sustainable cities are
how cities transform through smarter. the urban scAlnce
Artificial Intelligence and y

. . . h i ti how Al
their associated technologies t cory mves 1gates ow. aid
its associated technologies has,

Privately-driven Al solutions
impact on urban sustainability
will be evaluated.

(At I, (GRS, A12) can, and will alter urban systems.

Assistance

TOTEM SPOON - A screen-based avatar named SPooN was designed as an
Interactive Digital Signage = SPooNy was designed for enabler for the Al ecosystem in

with emotional intelligence  deployment in public spaces to  public spaces, based on an
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Project Scope Al Use

for smart cities provide welcoming and Ethics by Design approach.
(TOTEM SPOON, assistance. Voice-based

CORDIS, 2019) interaction was implemented to

mitigate the digital divide.

GAVIUS - From reactive to
proactive public
administrations

(Urban Innovative Actions,
2024)

The project utilizes Al to
enhance social assistance
efficacy and modernize public
administration. It aims to
streamline citizen interactions
with municipal services, support
data-driven decision-making by
governmental teams, and
increase efficiency in managing
civic procedures, serving as a
model for modernization in the
public sector.

Using ML methods, the system
aims to achieve three main
goals: streamline municipal
tasks and improve interactions
with citizens, empower citizens
to easily access public services,
and assist municipal leaders in
effectively allocating resources
for social services planning.

Mobility

SPECK - Smart Pedestrian
Crosswalk for Increased
Traffic Safety at
Uncontrolled Crossings
(SPECK, CORDIS, 2022)

The project focuses on
enhancing safety for vulnerable
road users (pedestrians, cyclists,
and motorcyclists) by proposing
an intelligent roadside unit
designed for installation at
uncontrolled crossings.

Narrow Al algorithms coupled
with sensor fusion techniques
are used to predict and avoid
situation-based traffic conflicts.

MobiSpaces - New data
spaces for green mobility
(MobiSpaces, CORDIS,
2024)

The data governance platform
provided by MobiSpaces for
utilizing mobility data aims to
minimize the environmental
impact of mobility by
establishing an efficient,
dependable, equitable,
trustworthy, and privacy-
preserving infrastructure.

eXplainable Al (XAI)
techniques are to be applied at
the level of data management
and Machine Learning,
supporting the creation of
comprehensive and interpretable
prediction models.

EMERALDS - Extreme-
scale Urban Mobility Data
Analytics as a Service -
(EMERALDS, 2024)
(EMERALDS, CORDIS,
2024)

The project proposes the creation
of an urban data-oriented
Mobility Analytics as a Service
toolset, in order to benefit from
the big data generated by the
urban mobility ecosystem.

Extensive and diverse spatio-
temporal data will be analyzed
using real-time responsive
AI/ML algorithms. Privacy
preservation techniques,
including Active and Federated
Learning and XAI, will be
implemented across all data
modalities and throughout all
layers of the Mobility Analytics
as a Service architecture.

Environmental protection

DIME - Distributed
Inference for Energy-
efficient Monitoring at the
Network Edge

(DIME, CORDIS, 2024)

The project aims to minimize the
redundancy of data samples
generated by the IoT sensors,
redundancy that creates an
“excessive and unjustified

The project proposes a general
modelling framework,
scheduling algorithms and
sampling techniques that
minimize the Total System
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Project Scope Al Use
carbon footprint of these Energy. Compute-intensive ML
systems”. models, specifically Deep
Neural Networks (DNNS5), are
used for providing inference.
Inequities in urban areas,
characterized by disparities in
infrastructure and resources
GreenInCities between neglected and affluent ~ The project develops tools for

(GreenlInCities, CORDIS,
2024)

neighborhoods, motivate this
project to prioritize societal
awareness, innovate beyond
traditional greening approaches,
and integrate advanced
technologies.

collaborative urban planning in
deprived areas, focusing on
climate action.

Security and privacy

AIAS - Innovative security
platform against adversarial
Al attacks

In response to the actions of
attackers who target ML and DL
systems, AIAS project aims to
conduct research on adversarial
Al to empower security teams,

The developed innovative
security platform for
organizations will employ
adversarial Al defense methods,

(AIAS, CORDIS, 2024) Fo iy AT iz e deceptlon mechanisms, and XAl
. solutions.
potential attacks.
PrivacyForDataAl - AR TS () The solution acts as protection

A privacy layer to power all
research and Al workflows
(PrivacyForDataAl,
CORDIS, 2024)

solution for all research and Al
projects will enable researchers
and data scientists to leverage
private data assets without seeing
them.

layer between the data source
and the scientist, guaranteeing
the privacy of any Al-based
computation.

4.2 Concerns on Al-use in smart cities projects

The exploration of Al in smart cities reveals both potential and challenges.
Kaseens-Noor et al. (2022) explores the concept of scAlnce in the context of
smart cities, presenting both utopian and dystopian visions of their transition
from “smart” to “intelligent”. The paper identifies smart city megaprojects and
large infrastructures as early adopters and generators of big data collections
interpretable by machines. Al-driven megaprojects target significant goals such
as sustainability and resilience, offering flexibility in how Al systems achieve
these objectives and facilitating sustainable changes through evolving
algorithms. For instance, in transportation, an Al algorithm can optimize travel
times to reduce emissions, altering mobility patterns while maintaining the city's
physical infrastructure. However, the black-box nature of Al poses challenges in
understanding and controlling its decision-making processes. Additionally, while
Al excels at analyzing historical data, it struggles with future predictions.
Implementing urban AI megaprojects necessitates overcoming skepticism
towards Al, particularly with autonomous vehicles due to their involvement in
accidents. Moreover, technological products tested individually but operating
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within ecosystems create unpredictability, especially in new and unexpected
contexts. Concerns about job losses and increased dependency on technology
further exacerbate these challenges. The authors propose an open science
approach, where citizens and residents of smart cities actively participate in the
planning, design, construction, and management of Al projects to achieve
sustainability and resilience.

A review published as a result of the MobiSpaces project highlights how
the black-box nature of DL algorithms impacts location privacy concerning
individuals' movement data in cities and presents several technical solutions.
Synthesizing trajectories through various algorithms effectively ensures the
anonymization of spatial-temporal movement data of subjects, allowing for their
sharing/publication without compromising privacy (Graser et al., 2024). In the
same project, with reference to mobility data, Makridis et al. (2024) propose a
unified model that harmonizes various essential XAI techniques. In the
EMERALDS project, Jalali et al. (2023) emphasize the need to ensure
transparency and explainability in the field of Geospatial Al, due to the social
and environmental implications that these applications can have.

O
o —
e
T
N

‘—| Dependency |—’

Figure 2. Al-related concerns

As illustrated in Figure 2, the primary concerns mentioned refer to the
opaque functioning of Al technologies and the privacy of sensitive data
regarding the identity, location, and movement of smart city inhabitants and
visitors. The proposed solutions in the analyzed projects include the
implementation of eXplainable Al (XAI), Federated Learning, and privacy
assurance measures for sensitive data.

4.3 eXplainable AI (XAI)

Our analysis of open access IEEE eXplore papers on smart cities and
eXplainable Al (XAI) revealed a diversity of perspectives on this topic,
including: Cyber-Physical systems (Hoenig et al., 2024), IoT (Garcia-Magarifio
et al, 2019; Jagatheesaperumal et al., 2022), Distributed Ledger Technology
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(Bellagarda and Abu-Mahfouz, 2022), cybersecurity (Houda et al., 2022), crowd
monitoring (Samarajeewa et al, 2024), air pollution (Song et al., 2022),
prediction of free parking spots (Bilotta et al., 2023), or early assessment of
certification chances in MOOC courses (Kostopoulos et al., 2021).

In a comprehensive review on the role of XAl in Cyber-Physical systems
(Hoenig et al., 2024) state that XAI helps in the achievement of the CPS’
efficiency goals (such as optimization, security, cyber-resilience and safety)
while “maintaining fairness, proper use of Al, and ethical and legal compliance”.
The authors identify a series of smart city services that require a high degree of
transparency and trust, such as CCTV-based monitoring of individuals for
safety-assurance purposes. The training of Al algorithms in the functioning of
such CPS systems can still be exposed to biases caused by the manual
manipulation of input data or other factors, and the classifications and decisions
made by the algorithms can have a negative impact on people’s reputation and
lives. Standardized methods of assessing the understandability and performance
of XAl are necessary.

Control

Transparency communication of

data)

Ethical T . S .

Figure 3. XAI benefits

Jagatheesaperumal ef al. (2022) examine the role of Al in obtaining big
data-based insights through proper analytics and enhancing the capabilities of
Internet of City Things, with a focus on smart buildings and smart mobility
infrastructure. The authors show that XAI contributes to high-speed
communication and trustworthy data transfer, and to energy savings, an
important aspect in greening the urban agglomerations. Opposed to the
conventional Al-systems, which function as opaque black boxes, interpretable
and human-understandable ML algorithms can assure an increased transparency,
interpretability, trustworthiness and control on data, processing models and
derived classifications and decisions. The authors assert that XAl contributes to
enhancing cybersecurity through encryption, but, on the other hand, they point
out that the advancement in the use of XAl in smart cities is hindered by the
inherent limitations of interconnected urban objects, primarily due to their
reduced processing capacity.

In Bellagarda and Abu-Mahfouz (2022), the authors show that the ML
algorithms, especially deep neural networks, often produce decisions that are not
easily understood. XAl aims to address the black box issue by using tools and
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frameworks to clarify Al model predictions and provide justifiable reasoning for
decisions. Distributed Ledger Technology (DTL) can track Al data, provide an
audit trail, and enhance transparency and security of Al systems, by explaining
decisions and providing a secure, transparent ledger for Al metadata. Another
use of blockchain DTL in combination with ML is presented in Khan et al.
(2024). The authors propose a model of increasing remote sensing data privacy
through encryption, experimenting with data of land surface in smart cities and
concluding that the following aims were achieved: “minimal resource
consumption costs, high privacy protection during data travel, optimal pathway,
and quick data exchange capabilities”.

Garcia-Magarifio et al. (2019) discuss the human-centric Al (HAI), an
emerging field supported by the European Union, in [oT systems. In the authors’
view, HAI allows users to understand and verify Al decisions, improving
supervision and trust, and XAl is closely related to HAI, focusing on generating
explanations for Al algorithms. The use of XAl in cybersecurity is discussed in
Houda et al. (2022), where the authors show how interpreting and understanding
predictions made by DL-based Intrusion Detection Systems can help in making
security measures more transparent to the experts. The paper discusses the
necessity of new security mechanisms for IoT networks, highlighting the
effectiveness of Intrusion Detection Systems enhanced by DL for predicting
attacks. It introduces a new XAl-based framework integrating DL and
explainable Al techniques (such as LIME, SHAP, RuleFit) to improve real-time
intrusion detection, transparency, and trust for both model users and
cybersecurity experts.

4.4 Privacy-related concerns and solutions

Data used by smart city technologies are often highly sensitive. In Badidi et
al. (2023), the case of video data is discussed. Video analytics significantly
enhances various fields such as traffic management, security, healthcare and
retail, by intelligently analyzing data to uncover hidden patterns and
correlations, thereby improving decision-making, efficiency, and the ability to
predict future events. Edge Al devices, which use sensors connected to a
microcontroller unit loaded with ML models, can independently process data
and make decisions without needing internet connectivity. The models are
trained for typical scenarios, and the device can continuously learn from new
situations. The Al's responses can include physical actions nearby or
notifications to users or the cloud for further analysis. Smart cities use edge
computing and Al for local decision-making, enhancing safety, managing
resources, and improving efficiency while reducing latency, network congestion,
and data privacy risks. Integrating edge Al and video analytics enhances search
and monitoring by precisely identifying license plates, faces, pedestrians, and
ensuring workplace safety. Privacy-preserving techniques in edge video
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analytics include encryption, differential privacy, anonymization, edge
computing, and multi-party computation to ensure data security.

Federated Learning (FL) offers a distributed Al approach suitable for
modern [oT networks by enabling Al training on distributed devices without
data sharing. FL is an Al algorithm that trains models using distributed data on
local devices without transferring the data, ensuring privacy and preventing
leakage (Sepasgozar and Pierre, 2022). In Nguyen et al. (2021), the authors
survey the applications of FL in IoT, covering advancements, integration, and
potential services, such as data sharing, attack detection, and privacy.
Leveraging recent advances in mobile hardware and addressing privacy
concerns, FL enables Al training at the network edge on IoT devices, ensuring
user data remains local. This approach benefits both network operators and users
by saving network resources and enhancing privacy, making FL a strong
alternative to traditional centralized Al and facilitating large-scale IoT
deployment.

Differential

Encryption Anonymization Edge computing

privacy

Multi-party Federated Distributed Ledger

computation Learning

Technology
(Blockchain)

Machine Learning

Figure 4. Privacy-preserving solutions

Analyzing the case of using collaborative drones and IoT in smart cities,
Alsamhi et al. (2019) highlight the sensitivity of data collected in this context
and show that ML can be used to keep the network secure from cyber-attacks,
detect attacks during training and identify security vulnerabilities using
adversarial setups. Another good response of ML algorithms to the privacy
restrictions is presented in Santana et al. (2020). The authors detail the design,
implementation, and validation of a lightweight, privacy-focused Al-based
crowd-management system in real-world deployments in Santander.

In Sheraz et al. (2024), it is shown that Al in wireless networks faces
challenges due to high data needs and limited computing resources, which can
lead to inaccurate predictions. Also, Al is essential for data security in wireless
networks, but it requires diverse datasets and continuous updates. Digital Twin
Networks (DTN) offer a safe testing environment for these updates.

The smartness of a city depends on the richness of data that feeds the urban
services. Beyond the concerns related to assuring the privacy for sensitive data,
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its collection from different loT sensors generates energy consumption (Alsamhi
et al., 2019), and addition of security measures such as encryption or blockchain
technology is “computationally expensive” (Bernal Bernabe et al., 2019). In
(Azzaoui et al., 2020), the authors propose a framework that combines
blockchain and Al for secure, efficient, and energy-saving 5G networks.

4.5 Relevant themes and topics in the analyzed paper collection. The most
influential authors

To investigate the relationship between the most visible Al-related topics in
the European Union funded projects for the smart city development and the
themes or topics in the collection of IEEE eXplore articles we used Biblioshiny/()
from Bibliometrix 4.0.1, a powerful tool for literature analysis. In our case, the
thematic map is based on “keyword plus” that results from literature analysis
and utilizes Walktrap algorithm. This algorithm is designed to identify clusters
of closely related topics based on the frequency and patterns of keyword co-
occurrences. Each cluster represents a group of related topics or keywords. The
most often used metrics are centrality and density. Density signifies the strength
of internal connections among all keywords used to describe the research theme,
while centrality represents the strength of external connections to other themes
by leveraging the field of authors' keywords (Xiao et al, 2022). There are six
clusters grouped in four categories:

Cluster 1 and 2 include basic themes — system, networks and classification,
respectively blockchain and IoT. These themes are transversal and general,
being essential for a good understanding of the field.

Cluster 3 — motor themes include research related to internet, privacy, Al,
challenges, security etc. They have a high density and centrality, being the main
themes in the field with a strong connection between concepts. These themes are
well-developed and important for research.

Cluster 4 — emerging or declining themes — includes more generic themes
related to models and technologies. They could gain more centrality or more
density becoming the new trends or development in the field.

Cluster 5 and 6 — niche themes — includes communication and wireless
networks, respectively data collection, digital twin and resource allocation.
These themes are more specialized and peripheral, but highly developed and
have insignificant external ties.

It can be noticed that the topics investigated in the current paper (XAl and
privacy) are motor themes, of primary interest among researchers. As stated
above, motor themes are characterized by both high centrality and high density
(Herrera-Viedma et al., 2020). These themes can drive innovation and future
research directions. Researchers focus on these themes to advance knowledge,
develop new theories, and create novel applications. Understanding motor
themes helps researchers, policymakers, and funding agencies identify critical
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areas for investment and development. It also helps in setting research agendas
and priorities.

Development degree
(Density)

data-collection
digital twin
resource-allocation

communication
wireless networks

technologies

model

intemet 12
privacy 8

challenges 7

security 6

things 6
artificial-intelligence 5

architecture 4
framework 4,
smart cities 4

system
networks
classification

blockchain

internet
privacy
challenges

Relevance degree
(Centrality)

Figure S. Thematic map

Table 2 presents the most 10% influential authors based on the most cited
documents from the data set. All the papers were published in journals from
quartile 1 (IEEE Communications Surveys & Tutorials and IEEE Internet of
Things Journal) and quartile 2 (IEEE Access) according to Web of Science
classification reflecting their popularity and central importance. These journals
are also in Zone 1 and Zone 2 in Bradford’s distribution (according to
classification derived by Bibliometrix 4.0.1). This is based on Bradford's Law,
which assumes that a relatively small number of journals publish most
significant scientific papers.

Table 2. Most cited documents

Keywords Total Total
Authors Title Citation  Citation
per
Year
RrTen @ Federated Lea.rning for Federat.ed Learning, [oT, Al 347 86.75
al., 2021) Internet of Thmgs: A ML, privacy
- Comprehensive Survey
IoT, Al, DL, Cloud/Fog/Edge 264 66.00
Empowering Things with Computing, security, privacy,
Pz el Intelligence: A Survey of the sensors, biometric _re;cognitiog,
Tao, 2020) Progress, .C;hal}enges., ar}d 3D, spe.ech recognition, rr.1ach1ne
> Opportunities in Artificial translation, causal reasoning,
Intelligence of Things Human-Machine Interaction,
smart city
S o i smart city, energy consu_mption, 182 30.33
(Alsambhi et Smart Drones and Internet of smart flrone, Uity jEalliilont,
al., 2019) Things for Improving (UGS (o, LU of

Smartness of Smart Cities

Drones disaster, public safety,
security and privacy,
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Keywords Total Total
. itati itati
Authors Title Citation  Citation
per
Year
collaborative drone.
When Deep Reinforcement Multi-access Edge Computing, 153 38.25
Learning Meets Federated Computation Offloading, Service
Learning: Intelligent Multi- Caching, Ultra Dense Network,
(Yuet al, . . .
2020) Timescale Resource Blockchain, Deep Reinforcement

Management for Multi-access  Learning, Federated Learning
Edge Computing in 5G Ultra
Dense Network

A Blockchain-Based Industrial IoT, data protection, 81 27.00
(Yu et al. Shamir’s Threshold blockchain, Shamir secret
2021) ’ Cryptography Scheme for sharing

Data Protection in Industrial
Internet of Things Settings

5. CONCLUSIONS

The paper analyzes a set of research projects in the field of smart cities,
funded under European Union programs from 2014 to 2024, with the aim of
identifying the challenges and Al-related solutions encountered and proposed
within them. After identifying the black box nature of Al technologies and their
impact on the privacy of personal data, the location and movement data of
residents and visitors in smart cities, the paper focuses on these aspects,
investigating them within the IEEE Xplore database of scientific papers. The
reason for selecting this database is the technical nature of the published works.

The benefits of using the XAI approach are related to an increase in
transparency, trust, control, efficiency, fairness, ethical compliance,
accountability, bias mitigation, privacy and security of Al technology in smart
cities. All these characteristics contribute to a more responsible, socially oriented
implementation of Al. Regarding the privacy, we noticed that a significant
variety of techniques are used for its assurance, such as the “classic” encryption,
differential privacy, anonymization, supplemented by edge computing, multi-
party computation, Federated Learning, Machine Learning and Distributed
Ledger Technology (blockchain).
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